SERMA

Pessac, May 31th 2018

GIESECKE & DEVRIENT GmbH
PrinzregentenstraBe 159
81667 Munich - GERMANY

To : Mr. Pau RIBAS

Object: NXP MIFARE Security Evaluation of Sm@rtSIM CX ARIES_Baseline product / ARN-2018-004
N/R: [2018-05/ITS/LET/17]

Dear Sirs,

Regarding the test conclusions provided by LGAI Technological Center S.A. (Applus+ Evaluation
Laboratories) in Security Evaluation Report Lite (MIFGADO0O1, version MO issued 08/05/2018) for
which the Sm@rtSIM CX ARIES_Baseline product, embedding MIFARE DESFire EV1, is assessed
resistant to a “High” attack potential.

SERMA SAFETY & SECURITY ITSEF (CA Lab) agrees with the tests performed and the conclusion
provided by UL Transaction Security (Evaluation Lab) regarding the vulnerability analysis conclusions
of your Sm@rtSIM CX ARIES_Baseline product, which did not highlights exploitable vulnerability.

Therefore, | am pleased to inform you that SERMA SAFETY & SECURITY ITSEF (CA Lab) confirms that:
Sm@rtSIM CX ARIES_Baseline product, embedding MIFARE DESFire EV1, ‘Pass’ to the targeted NXP
MIFARE Security Evaluation.

Stephane LEBRUN
SERMA ITSEF Project Leader

Copy: NXP
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